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● PhD candidate Nelson Mandela 

University 

● Founder & Managing Director of 

Popcorn Training 

● MSc in Cyber Psychology

● Diploma in Business Analysis (FTI-

Institute)

● BA in International Economics (EMA 

Munich) 

QUICK BIO

Roger A. Grimes
CISO Advisor, KnowBe4

39 Years+  in Cybersecurity, 8+ years at KnowBe4 

● Started fighting computer viruses in 1987 

with John McAfee

● Previously worked for Microsoft, Foundstone, 

and McAfee

● Previously VP of IT, Network Manager, 20 

years pen testing, cybersecurity instructor

● Consultant to world’s largest to smallest 

companies plus militaries for decades

● Career goal - wants to “Fix the Internet”

● Written 16 books and over 1,600 magazine 

articles

QUICK BIO

● Over 42K LinkedIn followers

● 5.4k X followers

● Writes 1-3 original articles a week 

● Posts 1-3 times a day

● WSJ, CNN, Newsweek and NPR’s All Things 

Considered

● Member of Cloud Security Alliance, WEF, 

MIT Forum

● CPA, CISSP, CISM, CISA

● MCSE: Security, MCP, MVP

● CEH, TISCA, Security+, CHFI

● BS in Business Administration (Accounting 

major/Econ minor)

SOCIAL PRESENCE 50+ CERTIFICATIONS 
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https://www.amazon.com/dp/B0GGB7Y855/

https://www.knowbe4.com/hubfs/AI-Quantum-Book-Roger-Grimes.pdf

Free PDF download

https://www.amazon.com/dp/B0GGB7Y855/
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Agenda

● Traditional Attacks

● What is AI?

● AI Deepfake Attacks Over 

Time

● Defenses
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How Hackers Hack

?

?

?
• Social Engineering
• Software or Firmware Vulnerability
• (Technical) Impersonation/Authentication Attack
• Intentionally Malicious Program/Instructions/Scripting
• Human Error/Misconfiguration
• Eavesdropping/MitM
• Side Channel
• Information Leak
• Brute Force/Computational
• Data Malformation
• Network Traffic Malformation
• Insider Attack
• 3rd Party Reliance Issue (supply chain/vendor/partner/etc.)

• Physical Attack

7
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Most Popular Initial Breach Root Causes

This will likely be how attackers use AI as well
8
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What Really Is AI?

Traditionally Understood Definition:

A system or service that is able to perform tasks 
simulating “human intelligence” when learning, 

reasoning, and decision-making.

10
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What Really Is AI?

What AI Really Is:

● A general-purpose, probabilistic pattern-matching
engine

● It takes data in, finds patterns (i.e., “tokens”), 
calculates the likelihood of pattern, and outputs 
results based on query (i.e., prompt)

● Can communicate using human language

11
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What Really Is AI?

What AI Really Isn’t:

● It’s not human

● It’s software

12
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Large Language Model (LLM)

What Is AI?

13
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Generative AI

General Definition
● A type of LLM AI that creates new, original content such as text, images, audio, 

video, and other media

● Some definitions of generative AI include any AI that creates brand new anything, 

such as protein folding

● But most public definitions limit generative AI to media-type content

● Currently, lots of mistakes “hallucinations”, but getting better all the time

https://www.linkedin.com/pulse/what-agentic-ai-roger-grimes-420ve

What Is Agentic AI?

14
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Malicious AI Threats

AI-Enabled Deepfakes
• “Deepfake” is a very realistic, but fake picture, video, or 

audio recording of a real or fake person
• All someone needs is a picture of that person and 6-30 

seconds of audio
• Can be used to create very realistic phishing attacks
• We are already seeing very good AI “deepfakes” used to 

exploit people

15
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Deepfakes
General Definition
● Fake/”synthetic” media content created by generative AI

● Thousands of sites

What Is Agentic AI?

Created on Hedra.ai

16
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Agentic
General Definition

● Software/service that uses separate, stand-alone, but cooperating 

“modules” to meet a common goal

What Is Agentic AI?

17
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Agentic
General Definition

● Software/service that uses separate, stand-alone, but cooperating 

“modules” to meet a common goal

● Real-world allegory: Like building a house

What Is Agentic AI?

(construction manager, plumbers, electricians, 
concrete people, roofers, painters, flooring, 
inspectors, etc.)

18
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Agentic AI

What Is Agentic AI?
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Autonomous Agentic AI
General Definition

● Some additional level of self-control and decisions (i.e., autonomy) over 

traditional software

● Ranges from little to no autonomy, quasi-autonomy, to full autonomy

● High autonomy will have growing pains

● High autonomy will cause unexpected problems

● No way to completely test in all scenarios

● You are handing a lot of trust to a high autonomous AI

● Potentially scary – Can update its own goals
○ Terminator Skynet becomes self-aware on 2:14 a.m., EDT, on August 29, 1997!!

What Is Agentic AI?

20
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Malicious LLMs – So 2023

22
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AI-Enabled Deepfakes Maturation

23



© 2026 KnowBe4, Inc. All rights reserved. 

https://www.hedra.com/

I did this in the first 30 
seconds during my first 
time on an AI site, my first 
time ever trying to make a 
AI-created deepfake video

Imagine what anyone could 
do in 5 minutes?

Apparently, actress 
Gillian Anderson loves 

one of my books

24
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Deepfakes

www.akool.com
Swapped Faces

26
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Deepfakes

https://www.hedra.com/

Face Swap
&

AI-Generated Voice

Uploaded Face 
Swapped Picture

Uploaded Fake Audio
Took 30 seconds

27
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Deepfakes Are Getting Realistic

28
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AI/Deepfakes
Just making long-game phishing 

easier to do

Examples

https://www.scmagazine.com/news/deepfake-
video-conference-convinces-employee-to-send-
25m-to-scammers

29
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Fake
Real-Time
Video

Real-Time AI-Enabled Deepfakes

https://www.linkedin.com/pulse/real-time-ai-agents-already-here-roger-grimes-wphge

Hackers can create real-time AI fakes that immediately 
duplicate what they are saying and doing
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Fake
Real-Time
Video

Real-Time AI-Enabled Deepfakes

https://www.linkedin.com/posts/perrycarpenter_cybersecurity-securityawareness-ai-activity-7318408334393384960-_vQD

Pick Your Deepfake Identity With a Mouse Click
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Fake
Real-Time
Video

Real-Time AI-Enabled Deepfakes

https://www.linkedin.com/posts/perrycarpenter_cybersecurity-securityawareness-ai-activity-7318408334393384960-_vQD

Pick Your Deepfake Identity With a Mouse Click
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Fake
Real-Time
Video

Real-Time AI-Enabled Deepfakes

AI-Enabled LLM Does Entire Real-Time Conversation
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Fake
Real-Time
Video

Real-Time AI-Enabled Deepfakes

https://www.linkedin.com/posts/perrycarpenter_cybersecurity-securityawareness-ai-activity-7318408334393384960-_vQD

Deepfaking Zoom Calls
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Reused
Stolen 
Biometrics

Hackers and Malware

It’s Automated Now

https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.group-ib.com/blog/goldfactory-ios-trojan/

https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze
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AI-Enabled Attacks Are More Profitable

https://blog.knowbe4.com/report-scammers-stole-17-billion-worth-of-crypto-last-year

36
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AI Vulnerability Hacking Bots

Vulnerability Hacking Bots

37
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AI Attack Example

AI-Enabled Hackbots

● Find and quickly exploit every newly announced vulnerability

● Find and exploit new 
0-days

38
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Fully Agentic AI Attacks

https://www.nbcnews.com/tech/security/hacker-used-ai-automate-unprecedented-cybercrime-spree-anthropic-says-rcna227309

39
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Malicious Agentic AI Deepfake Threats

Overview

• One day instead of being human-led…
• They will just run themselves
• Morph and update code and capabilities as needed
• Contain its own vulnerability scanner
• Have its own break-in engine
• Be able to become who it needs to be
• Be able to move from A-Z efficiently

• This isn’t a possibility…this is what will happen

40
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What Is Agentic AI Malware?

Everything 
hackers do 
today, but 
automatic, 

better, faster, 
changing as 

needed

Highly 
Autonomous

Malware

Not Here Yet

But

It Will Be Soon

41
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It’s Starting - Agentic AI Ransomware

https://www.eset.com/us/about/newsroom/research/eset-discovers-promptlock-the-first-ai-powered-ransomware

42
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Fully Agentic AI Attacks

https://cloud.google.com/blog/topics/threat-intelligence/ai-vulnerability-exploitation-initial-access

43

Google Threat Intelligence Group Updates on AI Attacks, May 11th 2026 
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Defenses

Summary
• All is not lost
• Good guys invented AI
• Good guys use AI more
• Nearly every cybersecurity defense will use AI

45
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Malicious Agentic AI Deepfake Threats

Luckily

• Not all is lost

• We have AI threat-detecting and threat-hunting on our side to fight back

It will be:

• Good AI-enabled bot versus bad AI-enabled bot

• Best algorithm wins

• This isn’t a possibility…this is what will happen

46
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Defenses

Overview

• Education, education, education

47
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Best Defenses

Teach This!

How 

To 

Spot

Phishing

https://blog.knowbe4.com/teach-two-things-to-decrease-phishing-attack-success

48
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To Prevent Malicious AI Deepfakes Being Used Against You
● Establish a “safe word” with your family

○ Potentially for business as well

● When in doubt, ask the other person a personal question that only the real person would 

know (ex. “What’s your favorite book, again?”)

● Warn them about the type of Deepfake scams that target family members
○ Fake kidnappings

○ Fake accidents

○ Fake legal problems

Best AI Defenses

49
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Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Roger A. Grimes– CISO Advisor, KnowBe4
e: rogerg@knowbe4.com

LinkedIn: https://www.linkedin.com/in/rogeragrimes/ (over 42K followers)
X/Twitter: @RogerAGrimes

Mastodon: https://infosec.exchange/@rogeragrimes
YouTube: @CyberSecWTFRants

Bluesky: rogeragrimes@bsky.social
Reddit: u/rogeragrimes

50
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